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Primality tests

We shall be interested in testing a given integer N for primality. We feel free
to assume that NV is odd. The tests we consider will return one of three possible
results, prime, composite or probably prime. The word “probably” in the last will
be made precise in context, but you should think of a this result being correct for ‘most’
numbers. Some tests will also return a witness, or certificate, which enables the reader
to reproduce or verify the result of the test quickly. A number for which a test returns
probably prime is a probable prime for, or passes, that test: if the number is in fact
composite, it will be a pseudo-prime.

We let the measure or length £(N), be the number of bits in the base 2 expansion
of N. A test will be polynomial time if the time taken to perform the test is bounded
above by a polynomial in £(N), and ezponential time if bounded by a polynomial in N.

We illustrate some of these ideas by considering the first and most obvious test,
trial division. Given N, we test whether N is divisible by ¢ = 2,3,... up to a limit,
initially V —1 but after an instant’s thought v/N. The time taken to return a result can

be up to VN if N is indeed prime, or T (\/N) ~ fig

computed list of primes: so the test is exponential and not polynomial time. When a
result is returned, it is either composite with a witnesst or prime with no witness. If I
give you the witness ¢ to the result composite, you can verify the result in polynomial
time by long division — otherwise you have to take my word for the answer or repeat
the calculation all over again.

The Fermat testis based on Fermat’s “Little” Theorem, that if 5 Z 0 mod p then
b?~! = 1 mod p. Given N we choose a base b, either systematically or at random modulo
N. If hef(b, N) # 1 then we have a factor of N and return composite with witness
b. Otherwise we compute b™ ~* mod N. If this is not 1 mod N return composite with
witness b: otherwise return probably prime.

The time required for this is controlled by the time required to perform the
exponentiation modulo N. By using a divide-and-conquer method, this requires £(N)
multiplications modulo NV and is polynomial time, since an [-bit multiplication can be
performed in O(n?) elementary operations t.

The result probably prime can be given even if IV is composite. If we consider
the base b = 2, then we have 2°*° = 1 mod 341 but 341 = 11 x 31 is composite, so
that 341 is an example of a Fermat pseudoprime (in fact the smallest). We can see

if ¢ runs through a previously

this quickly by noting that 2'°® = 1 mod 11 by Fermat’s little theorem and 2° = 31 =

1 mod 31. However, 3%4° = 56 mod 341 and so a further application of the test correctly
returns composite.

The force of the word “probably” can be appreciated by first considering the
probability that the test returns the answer probably prime for given composite N.
The set of b for which b¥~! = 1 mod N forms a subgroup of the multiplicative group
modulo N, and so the probability of choosing a base which gives a false return is the
index of this subgroup: we denote this proportion by W(N). Unfortunately it is possi-
ble to find IV with the property that all bases prime to N incorrectly return probably

T Faster using an advanced algorithm such as FFT.
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