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Primality tests

We shall be interested in testing a given integer N for primality. We feel free
to assume that NV is odd. The tests we consider will return one of three possible
results, prime, composite or probably prime. The word “probably” in the last will
be made precise in context, but you should think of a this result being correct for ‘most’
numbers. Some tests will also return a witness, or certificate, which enables the reader
to reproduce or verify the result of the test quickly. A number for which a test returns
probably prime is a probable prime for, or passes, that test: if the number is in fact
composite, it will be a pseudo-prime.

We let the measure or length £(N), be the number of bits in the base 2 expansion
of N. A test will be polynomial time if the time taken to perform the test is bounded
above by a polynomial in £(N), and ezponential time if bounded by a polynomial in N.

We illustrate some of these ideas by considering the first and most obvious test,
trial division. Given N, we test whether N is divisible by ¢ = 2,3,... up to a limit,
initially V —1 but after an instant’s thought v/N. The time taken to return a result can

be up to VN if N is indeed prime, or T (\/N) ~ fig

computed list of primes: so the test is exponential and not polynomial time. When a
result is returned, it is either composite with a witnesst or prime with no witness. If I
give you the witness ¢ to the result composite, you can verify the result in polynomial
time by long division — otherwise you have to take my word for the answer or repeat
the calculation all over again.

The Fermat testis based on Fermat’s “Little” Theorem, that if 5 Z 0 mod p then
b?~! = 1 mod p. Given N we choose a base b, either systematically or at random modulo
N. If hef(b, N) # 1 then we have a factor of N and return composite with witness
b. Otherwise we compute b™ ~* mod N. If this is not 1 mod N return composite with
witness b: otherwise return probably prime.

The time required for this is controlled by the time required to perform the
exponentiation modulo N. By using a divide-and-conquer method, this requires £(N)
multiplications modulo NV and is polynomial time, since an [-bit multiplication can be
performed in O(n?) elementary operations t.

The result probably prime can be given even if IV is composite. If we consider
the base b = 2, then we have 2°*° = 1 mod 341 but 341 = 11 x 31 is composite, so
that 341 is an example of a Fermat pseudoprime (in fact the smallest). We can see

if ¢ runs through a previously

this quickly by noting that 2'°® = 1 mod 11 by Fermat’s little theorem and 2° = 31 =

1 mod 31. However, 3%4° = 56 mod 341 and so a further application of the test correctly
returns composite.

The force of the word “probably” can be appreciated by first considering the
probability that the test returns the answer probably prime for given composite N.
The set of b for which b¥~! = 1 mod N forms a subgroup of the multiplicative group
modulo N, and so the probability of choosing a base which gives a false return is the
index of this subgroup: we denote this proportion by W(N). Unfortunately it is possi-
ble to find IV with the property that all bases prime to N incorrectly return probably

T Faster using an advanced algorithm such as FFT.
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prime. Such numbers are absolute Fermat pseudoprimes, also called Carmichael num-
bers. If N is a Carmichael number, then it will only be revealed as composite by the
Fermat test with a base which has a factor in common with N: so for Carmichael num-
bers, the Fermat test is no better than trial division at returning the correct answer.
If N is not a Carmichael number then W(N) will be at most 3.

Proposition
A number N is a Carmichael number if and only if N is composite, squarefree
and p — 1 divides N — 1 for every prime p dividing N.

Proof: Suppose that NV is composite. Clearly N is a Carmichael number iff the ex-
ponent A(N) divides N — 1. If N has a repeated prime factor p then p | A(IN): so a
Carmichael number must be square-free. But if N is square-free, say the product of
distinct prime factors p; then A(N) = lem {p;} and so A(N) | N — 1 iff each p; — 1
divides N — 1. : ]

Corollary
A Carmichael number has at least three prime divisors.

Proof: Suppose that N = pq is a Carmichael number with p, ¢ distinct prime factors,
p<q. Theng—1|N—-1=pg—1=(¢—1)p+p—1. Sog—1|p—1: butg—1>p-1,
a contradiction. ]

The smallest Carmichael number is 561 = 3x 11 x17. It was recently established
that there are infinitely many Carmichael numbers: indeed, C(X), the number of
Carmichael numbers less than X is at least X7 for sufficiently large X. In the other
direction, it can be shown that for any € > 0,

C(X) < Xexp (—(1 = ) (108X10€10g10gX)>

loglog X

for all sufficiently large X.

We give the number of Carmichael numbers up to X for X up to 10%°.

X 7(X) C(X)
10° 168 i
10% 1229 7
10° 9592 16
10° 78498 43
107 664579 105
106° 5761455 255
102 50847534 646
1™ 455052511 1547
1011 4118054813 3605
i 10 37607912018 8241
10 346065536839 19279
14 3204941750802 44706
1018 20844570422669 105212
10'6 279238341033925 246683
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We defined W(N) to be the probability of a false return of probably prime
from the Fermat test: that is, the proportion of bases b prime to N satisfying the
condition ¥¥~! = 1 mod N.

Proposition ,
The probability W(N) of the Fermat test returning probably prime for N on
a random base prime to N is

i
W(N) = Wﬂrhcf(p -1,N-1)

Proof: Let N have factorisation IV = pr". By the Chinese Remainder Theorem,

T
the number of solutions to the equation ¥ ! = 1 mod N is the product of the number
of solutions to the congruences ™~ = 1 mod pit. For each such p;, the multiplicative
group modulo p§* is cyclic of order ¢ (p?*) = p*~! (p; — 1), so the number of elements
of order dividing N — 1 is just hef(N — 1,pf’"'1(p,~ —1)). Since p; divides N, N — 1 is
a;—1

prime to p; and the number of solutions in the multiplicative group modulo p{* is

hef(N — 1, p; — 1). Dividing by ¢ (p;*) and taking the product, the result follows. m

Our first improvement on the Fermat test is obtained by noting that if N is a
prime then the equation X2 = 1 mod N has only the two solutions X = +1 mod N,
whereas if N has more than one prime factor then the equation has at least four
solutions (if p, ¢ divide N then the equations X = +1 mod p and X = +1 mod ¢ can
be solved independently). We define the Fuler test by modifying the Fermat test to
require that b7 = +1 mod N.

This test certainly includes the Fermat test, and is slightly faster. It is also
strictly stronger, for 2%4* = 1 mod 645, while 2%22 = 259, so that 645 = 3 x 5 x 43
is a pseudoprime for the Fermat test base 2, but not for the Euler test. We have
2322 = 1 mod 129 and 23?2 = —1 mod 5.

Unfortunately, this strengthening does not obviate the possibility of absolute
pseudoprimeﬁ._lFor example, N = 1729 = 7 x 13 x 19 has the property that if b is prime
to N then b2 =1 mod N, so that N is an absolute Euler pseudoprime.

We can further strengthen the Euler test by identifying the sign +1. If p is

- b b
prime, then boT = (5) mod p where the Legendre symbol (5) is +1 if b is a

quadratic residue of p, —1 is b is a quadratic non-residue and 0 if p | b.

. a . B @
We define the Jacobi symbol (N) for odd positive N = Hpi by
a a\™
)= I (;) - g1
We immediately see that
(i) _(@ mod N 79
N N :

1 Terminology varies
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() - (2)(2) s

From the properties of the Legendre symbol we obtain

()= (2)(2) 4

(%) = (-1)F, J5

2 N2
() = -0, 7
and, if M is odd and positive,
M N (M—1)(N-1)
(ﬁ) (“zvf) =D ol

the last being the law of quadratic reciprocity. These formulae make it possible to obtain
b
(N) without needing to know the factorisation of N. Application of J1 ensures that

we may take 0 < b < N, and if b is even, we can extract the power of two in b by J6 and
J4. Since b is now positive and odd then J7 can be applied to reduce the computation

N ;
to that of («-b—) . The computation is very similar to that of the highest common factor

of b and N by Euclid’s algorithm, with some extra care taken to keep track of the signs.
In particular, the computation of the Jacobi symbol can be performed in polynomial
time. '

The Euler-Jacobi test extends the Euler test by requiring that T =

b . .
}V) mod N. It is again a polynomial time test.

The Euler—Jacobi test is stronger again than the Euler test. Considering 341
tested base 2 we find that 2'7° = 1 mod 341, so that 341 passes the Euler test base 2,

but (31—21_1 = —1, so that 341 fails the Euler—Jacobi test.

Indeed, we have finally achieved a test with no absolute pseudoprimes.

Proposition
If N is composite, the probability that N will pass the Euler—Jacobi test with a
randomly chosen base modulo N is at most 3.

Proof: If N is not a Carmichael number then from the discussion above the result is
already true for the Fermat test, which is included in the Euler-Jacobi test. So we may
suppose that N is a Carmichael number: that is, N is square-free and if p | IV then
p—1|N-1.

The bases b which satisfy b"T = 41 mod N form a subgroup of the multiplica-
tive group modulo N. It is sufficient to show that this subgroup is not the whole group,
which implies that it has index at least 2, and so it is in turn sufficient to exhibit a
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base b for which N fails the Euler—Jacobi test. We consider two cases according to the
power of 2 which divides N — 1 and show that in each case there is such a base.

Case 1. Suppose that 2" is the exact power of 2 dividing N — 1 and that 2"
divides p; — 1 for every p; dividing N. Let d be the number of distinct prime factors of
N and put define ¢; = 0 or 1 by p; =1 +¢;2" mod 27t We have

d
NEHl-i—tiZ’" =1+ T2 mod 2"
i=1

where T = Z t;. Since T is odd, at least one of the ¢; must be 1, say ¢;: so 2" is the

exact power of 2 in p; — 1. By the Chinese remainder theorem there is an b which is a
quadratic non-residue of the prime pj and which satisfies b = 1 mod p; for ¢ # 3. Then

bp'z_ = —1 mod p; and b = +1 mod p; for i # j. Now N — 1 is an odd multiple
of gz — 1 so that b = -1 mod p;, and b = = +1 mod p; for 7 # 7, which means

that that b 2 ;~é +1 mod N and N fails the Euler test base b.

Case 2. Suppose that 2" | N —1 but 2" does not divide p—1 for some p dividing
N. As before, we take b to be a quadratlc non—res1due of the prime p and = 1 mod ¢
for every other g d1v1d1ng N. We have b"F = —1 mod p. Since N — 1 is an even

multiple of p — 1, bE =41 mod p. Hence if N passes the Euler test base b, it must |

5 b b
do so with b7~ = +1 mod N. But the Jacobi symbol (—) = H (—) = —1. So
N Di

=1 b
b = (I_V-) mod p and N fails the Euler—Jacobi test base b. [

Corollary
The question “Is N composite” can be answered in random polynomial time. W

We can strengthen the Euler test in another direction by a further exploitation
of the observation that 1 has only two square roots with respect to a prime modulus.
The resulting test is the strong, or Miller-Rabin test. Let N —1 = 2"s where s is odd.
For a base b, consider the sequence, formed by repeated squaring,

-1 N—1
b°, 6%, ... b7 ¢ 2

$ — p-1 mod N.

The strong test returns probably prime if this sequence either starts +1 mod N or
ends ...,—1,+1,+1,... mod N. We see immediately that this test includes the Fermat
and Buler tests. It is not obvious that it includes the Euler-Jacobi refinement of the
Euler test, but we shall see later that this is indeed the case. The strong test can be
perfomed in polynomial time.

Once again it is possible for the strong test to return the answer probably prime
on composite numbers: for example, for NV = 4033 = 37 x 109, we have N — 1 = 2%63
and 253 = 3521, 2293 = —1 mod N. There are no absolute pseudoprimes for the strong
test: we shall prove this later.

For numbers N = 3 mod 4 there are only two terms in the sequence, b" 7 and
»N-1 and so the strong test is equivalent to the Euler test. For N =1 mod 4 the
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strong test is strictly stronger than the Euler test: for example V = 1105 = 5 x 13 x 17
satisfies 2°%2 = 1 mod N and so N passes the Euler test, but 227 = 781 # +1 mod N
and so N fails the strong test. ;

Let N = Hp?", and put p; — 1 = 2"'s;. We let 0o(b mod m) denote the power
of 2 dividing the order of b in the multiplicative group modulo m. The requirement of
the strong test base b is that /N should pass the Fermat test base b together with the
requirement that the value of o5 (b mod p}*) should be the same for every prime power
p¢t dividing N. If so, we call this commor. value the level of b.

The bases of level 0 are those for which b® is already = +1; the bases of level I
are those for which b2 ® = —1 and 5 * = +1 mod N.

The multiplicative group modulo p® projects down onto the multiplicative group
modulo p under reduction modulo p: the orders of these groups are p* (p — 1) and
p — 1 respectively, so the multiplicative order of b mod p® and of b mod p differ only by
a power of p. For odd p, then, oz (b mod p*) = 02(b mod p), and the requirement of the
test becomes that the 02(b mod p) should all be equal for p dividing V.

Proposition
If N passes the strong test base b then N also passes the Euler-Jacobi test base
b.

Proof: Suppose that N = H p;* passes the strong test base b. We must have

N-—1

b2 =+1mod NN

o b
and we need to show that this sign is the same as (ﬁ

Let [ be the level of b, the common value of 02(b mod p;). For each i, we have
ol |pi —1;put ;i =1+ t.2" mod 2" with t; = 0 or 1. Then b is a quadratic residue

b
modulo p; iff ¢; = 0; that is, (—) = (—=1)%. Now

i

N = H (1 + tiQI)Gi =1+ Ztiazﬂl mod geEe,
i i

Pt T= Ztiai. We have
i

(%) -T(3)" =T =

i i

Now N =1+ T2 mod 2", so T is odd if I = r, and even if [ < 7. Since

N-—-1 r—1
b 2 = b‘s‘z g
. i b :
we see that in either case b7 2 = (ﬁ) , as required. [ |
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