Part 11
Computational Number Theory Dr. R.G.E. Pinch
24 lectures Michaelmas Term 1996

The course will cover the mathematics underlying modern computational methods
in primality testing and factorisation. The intention is to prove results about algorithms
as well as describing them.

The prerequisites are elementary number theory (equivalent to the Part ITA course)
and some algebraic number theory (at most the Part IIB course). Some knowledge of
results from the theory of elliptic curves and of some results from analytic number theory
will be useful, but these courses are not prerequisites.

I. Primality testing

Fermat, Fermat—Euler and Miller—-Rabin (“strong”) tests. Conditional polynomial-
time methods. Distribution of pseudoprimes and effectiveness of the strong test. P, NP
and RP; primes are in NP, composites in RP. Primality proofs. Fermat and Mersenne
numbers. The elliptic curve method. Gauss sums and the Cohen-Lenstra method.

I1. Distribution of primes

Brief sketch of the theory of the Riemann (-function and the distribution of primes.
Smooth numbers and the Dickman—de Bruijn function.
III. Factorisation

Trial division, Fermat’s method. Deterministic and random methods. The zero-
mod-p and square-root-of-unity classes. Pollard’s p and p — 1 methods; Lenstra’s elliptic
curve method. Dixon’s random method; continued fraction and quadratic sieve methods.
The multiple polynomial quadratic sieve. The number field sieve. Index calculus and
discrete logarithms.
IV. Cryptography

Public-key cryptography. Secrecy and authentication. The RSA system. Trap-
door functions. Knapsack-based systems. The discrete logarithm problem and el Gamal
(DSA) signatures.

Reading
The computational aspects are covered by the following, of which [1] has copious
references.
1 H. Riesel Prime numbers and computer methods for factorisation, 2nd ed, Birkhauserfl
1994.
2 N. Koblitz A course in number theory and cryptography Springer 1987.
3 H. Cohen Computational number theory Springer 1993.
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